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naHubIX B MB/1OY «/lerckuii cag Ne 60»



1. IlepedyeHb 0003HAYEHUIA M COKPaLlEeHU I
APM - aBroMaTu3npoBaHHOE paboyee MECTO;
NP - undopmanuoHHbIi pecypc;
UCIIIn - unpopMarimoHHasi cucTeMa MepcoHaIbHbIX JaHHBIX;
K3 - koHTpOonMpyemas 30Ha;
I1/IH - nepcoHanbHbIC JaHHBIE;
I1O - nporpamMmmHOe oOecreueHue;
IITC - mporpaMMHO-TEXHUYECKHUE CPEACTBA;
[I9MUH - no6ouHbIe 37EKTPOMArHUTHHIE U3TYUYEHUS U HABOJKU;
C3U - cpenctBa 3aliUuThl HHPOPMALINH;
CK3MU - cpenctBa kpuntorpaduyeckoi 3aiiuTsl HH(GOpMAaIIH;
OCb - OenepanpHas cinyxxba 6€30MaCHOCTH;
OCO - denepanbHas ciryx0a OXpaHbl,
OCTOK - denepanbHas cinyx0a MO0 TEXHUYECKOMY M IKCIIEPTHOMYKOHTPOJIIO.

2. O0mme mo0KeHUA

Hacrosmast moaens yrpo3 0€30MacHOCTH TMEPCOHATBHBIX JaHHBIX (nanee - Mojenn)
COJICP)KUT CHCTEMATU3UPOBAHHBIN IEepeUeHb Yrpo3 OE30MacHOCTH MEPCOHATBHBIX
naHHbIX npu ux oopadotke B UCITJn B MBJIOVY «/lerckuii cam Ne 60

(manee - Opranuzaius). YKa3aHHbIE YTPO3bl MOTYT UCXOJIUTH OT HCTOYHUKOB, UMEIOIIUX
AHTPOTIOTCHHBIN, TEXHOICHHBIM W CTUXUWHBIM XapakTep W BO3JCUCTBYIOIIMX HA
ysizBumoctu CII/IH, xapaktepuble 1t ganHod MCII/IH, peann3ys TeM cambIM yTpO3bI
uH(OPMAIIMOHHON 0E€301TaCHOCTH.

B Mopgemun maercs o6o6menHoe ommcanue WMCIIJIH, cocraB, KaTeropum W
npeanoyaraeMplii 00beM oOpabaTteiBaeMbiX IIJIH ¢ mociexyromielt kiaccupuKauen

WCTI/Tn.



Mogens onuchiBaeT MOTEHIMAIBHOTO HapymuTenas 6e3onacHocty I1J[H U moaxoasl mo
ONPEACICHUI0 AaKTYAIbHOCTH YIPO3 C YYETOM BO3MOXHOCTEH HApyWIUTENs U
ocobenHocreil koukpetHoit UCIT/IH.
Hacrosmass Mopens pa3paboTraHa B COOTBETCTBUU C TpeboBaHusiMu DenepanbHOro
3aKOHO/IATENIbCTBA U (DeIepalbHBIX OPTaHOB M0 3aIUTE MEPCOHANBHBIX JaHHBIX.

3. XapakTepucTuka o0beKTa HH(pOpMATH3ALNH
B Opranuzanuu cymectBytot ciaeayromue tunsl UCII/H:
1. UCIIdH BeneHus 3JIeKTPOHHOIO KypHasa, YIPaBJICHUS TIEPCOHATIOM.
2. UCIIIn mnepenauun wuHdbopmanuu, B ToM uucie I[IJ[H, B measiX HCHOTHEHUS
@denepanbHbIX 3aKOHOB.
B kadectBe 00bekTa MHDOpPMATHU3AIUMY IPETIPUSATHS BBICTYIIAIOT:
1. ABTOHOMHBIEC aBTOMaTU3UpOBaHHbIE paboune mecta (APM).
2. JlokanbHbIE BEIYMCIUTEIIHHBIC CETH.
B 3aBUCMMOCTH OT XapakTepUCTHK M OCOOCHHOCTEHW OTIENbHBIX OOBEKTOB 4YacCTh
BBIYUCIIUTENIBHBIX CPEJICTB JAaHHBIX MPEANPUATUN MOJKIIOUEHA K CETSM CBSI3U 0OIIero
MOJIb30BaHMS U (WJIN) CETSM MEXIYHapOHOTO HH(OPMAIIMOHHOTO OOMEHA.
BBoj nepcoHanbHBIX TaHHBIX OCYIIECTBIISCTCS Kak ¢ OyMaXHbIX HOCUTENEH (Harpumep,
JIOKYMEHTOB, yJIOCTOBEPAIONIUX JUYHOCTh cyObekTa [IJ[H), Tak W C DJIEKTPOHHBIX
HOCHUTENeH nHpopMalmu.
NCIIIn npenmnonaraioT Kak pacnpeneneHnyo (Ha APM), Tak u neHTpalu30BaHHYIO (Ha
BBIJIENIEHHBIX (DailIoBBIX cepBepax cetu) o0paboTky u xpanenue [1/1H.
[Tepconansubie ganHble cyobekToB IIJI[H Moryr BeIBomuthcs u3 WCII[H ¢ 1enbro
nepeaayd NeEPCOHANBHBIX JTaHHBIX COTPYIHUKOB OpraHu3aluy, Kak BAJIEKTPOHHOM, Tak
U B OyMa)KHOM BHUJIE.
Konrpomupyemoii 30n0# (K3) UCII/IH sBnsroTCS 37aHUS U OTACIbHBIE TTOMeleHus. B
npenenax KOHTPOJIMPYEMOM 30HBI HaxonaTcs pabodre MecTa MOoJb30BaTelied W MecTa
XpaHEHUs1  apXWBHBIX  KONHM  J@HHBIX, CEPBEPbl  CUCTEMBI, CETEBOE U
TeJIeKOMMYHHUKalMoHHoe obopyaoBanue WCIIJJln. Bae KoHTponupyemon 30HBI
HAXOASATCS JIMHUW TepeJlayd JaHHBIX M TEJICKOMMYHHKAIMOHHOE O0OpyI0BaHUE,
UCITIONIb3yeMoe sl HHPOPMAITMOHHOTO 0OMEHa IO CETSIM CBS3U OOIIEro MoJb30BaHUs U
(WIH) ceTsaM MEXTYHApOIHOTO HH(OPMAIIMOHHOTO OOMEHa.

4. CocTaB, KaTeropud U 00beM NMEPCOHAJIBHBIX JIaHHBIX, ONpe/e/ieHHe YPOBHS
3al[UIIEHHOCTH MEePCOHANbHBIX JaHHBIX
Ha ocHoBe xapaktepucTuk u ocodeHHocter ucnosibdyembix MCIT/IH n 06padaTeiBaeMbIX
B HHUX INEPCOHAIBHBIX JAaHHBIX, MOXHO KOHCTAaTUPOBAaTh, YTO IEPCOHAIbHBIE JaHHBIC
cyosektoB I1/lH, oOpabateBatorcs B Opranuzanuu WHOOPMAIMOHHOW CHCTEMOH,
oOpabaTpIBaOIell OOIIEIOCTYITHBIE TMEpPCOHANBHBIC JaHHBIC, a TAaKXKE CHCTEMOMH,
00pabaThIBaOIIEli WHBIE KATETOPUH MEPCOHANBHBIX JaHHBIX. CHeruanbHble KaTeropun
MEPCOHANBHBIX JaHHBIX M OuoMeTpuueckue nepcoHanbHble aaHHbie B MCIIIH
Opranuzamuu He 00padaThIBaAIOTCS.
Jnsa UCITIn Oprann3anuu akTyajabHbI YTPO3bl 2 THIMA - YTPO3bl, CBI3aHHBIE C HATUYUEM
HEJIOKYMEHTHUPOBAHHBIX  (HEIEKIAPUPOBAHHBIX) BO3MOXHOCTEl B  MPUKIAJTHOM
MPOrpaMMHOM OOECIIEYEHUH, UCTOJb3yeMOM B MH(oOpManroHHOW cucteme. CoriiacHo
noANyHKTY «O0» myHkTa 11 «TpeOoBaHuii K 3allUTe MEPCOHAIBHBIX JAHHBIX MPHU HX
00paboTke B HMH(POPMAIMOHHBIX CHUCTEMax NEPCOHANbHBIX AaHHbBIX» s WCIIIH
Opraamsaruu TpedyeTcs 00ecrednTh 3-Ui ypOBEHb 3aIIUIIEHHOCTH IEPCOHATBHBIX
JAHHBIX TIpU UX 00paboTke B MHGOPMAIMOHHON CUCTEME.



5. Cnoco0bl HAPYIIEHUS XaPAKTEPUCTHK 0€30MACHOCTH NMEePCOHATbHBIXIAHHBIX
Hcxoas u3 nepeyHs nepcoHaabHbIX JaHHBIX, 00padaTeiBaeMbix B UCII/IH,cyniecTByOT
CJIEIyIOIIME CIOCOOBI HApYLIEHUs XapaKTepucTuk Oe3onacHoctu [1/1H:

o  XUUICHUE NEPCOHANBHBIX JAHHBIX COTPYAHUKAMHU OpTaHHU3alud IS
WCIIOJIb30BaHUS B KOPBICTHBIX LIEJSIX;

o 1mepenada GUHAHCOBOM, aPECHOM, IOPUIUYECKON U Mpoyel HHPpopMaluu o
cyowsekte [1/IH TpeTbum nuiam;

¢  HECaHKIMOHHWPOBAHHOE MyOJIMYHOE pa3IiiallieHue MEePCOHANBHBIX JaHHBIX,

CTaBILIMX U3BECTHBIMU COTPYIHUKAM OpraHU3aluu;

e HECAHKLMOHHUPOBAHHOE NOJIyYEHUE TIEPCOHAJBHBIX JaHHBIX TPETBUMU
JILIAMUY;

e YHUYTOXCHUE (UHAHCOBOW, aJpEecHOM, IOPUAMYECKOW H  Mpouei
uHpopmaruu o cyorekre [1/1H;

o MoAudUKALHMS (UHAHCOBOM, aApecHOM, IOPUAMYECKOW U  Mpouei
uHpopmarnuu o cyorexre [1/1H;

o OJOKMpOBaHUE (GbUHAHCOBOW, aJpecHO#, MOPUIUYECKOH U  TMpouei
uHpopmarmu o cyorekre [1/1H;

e BBOJ HEKOPPEKTHOW (UHAHCOBOU, aIpPECHOM, IOPUIMYECKON U IIPOYeH

uHpopmarmu o cyorekre [1/1H;

e IIepellaya HEKOPPEKTHOW (hMHAHCOBOH, aIpecHOM, IOPUIUUECKON U TpoUei
uHdopmanuu o cyonrekre [1/1H;

e HCKa)XeHHE apxXuBHOM mHpopManmu no cyobekty [1/1H.

e  YHUUYTOXXEHHUE apXuBHOU mH(opManuu 1o cyobekty [1J1H.

6. Yrpo3sl 0e30IaCHOCTH NEPCOHAJIBHBIX [JAaHHBLIX, NPH HX o00padoTKe B
HHGOPMALMOHHBIX CHCTEMAX MEePCOHAJIBHBIX TaHHBIX
[lon yrpo3zamu 06e30mMacHOCTH TMEPCOHANBHBIX MaHHBIX Mpu ux obOpaborke B MCIIIn
MOHUMAETCSI COBOKYIMHOCTb YCJOBHH M (DaKTOPOB, CO3JAIOMIMX MOTEHIUATBHYIO WU
peaNbHO CYIIECTBYIOIIYIO OIMACHOCTh, CBA3AHHYIO C yTeukoil uHbopMmanuu u (UiH)
HECAaHKIIMOHUPOBAaHHBIMU U (WJIM) HEMPEJHAMEPEHHBIMH BO3/ICHCTBUSAMU Ha Hee. Takum
obpazom, yrpossl OesomacHoctu I[IJIlH mpu umx oOpaborke B MCIIJIH Moryt OBITH
CBA3aHbl KaK C HemnpenHamepeHHbIMU aeiicTBusamu nepconana HWCIIIH, Tak u co
CIEUUAIBHO  OCYIIECTBISIEMBIMU  HENPABOMEPHBIMU  JEUCTBUSIMU  OTAEJIBbHBIX
OpraHv3aluid W TpakJaH, a TaKKe HHBIMM HCTOYHUKaMu yrpo3. HemnpaBomepHsbie
NEUCTBHSI MOTYT UCXOAUTH TAKKE U OT COTPYAHUKOB MPEANPUATUS B CIy4yae, KOra OHU
paccMaTpUBarOTCs B KaUe€CTBE MOTEHIIMAIBLHOI0 HapymuTens 6e3omnacHoctu [1/1H.
B nensax ¢gopmupoBaHus cHCTEMaTH3MPOBAHHOTO TepeyHs yrpo3 OeszomacHocTtu [1/1H
pu ux 06padotke B UCII/IH 1 pa3paboTke Ha MX OCHOBE YaCTHBIX (JETATU3UPOBAHHBIX )
Mojielell TpUMEHUTEeNbHO K KOHKpeTHoMy Buay WCII[IH, yrpo3sl 0Oe3omacHoCTH
nepcoHanbHbiM nanHbiM B WCIIJIH mMokHO KiaccuummpoBaTh B COOTBETCTBHH CO
CJIEAYIOINMU MTPU3HAKAMH:

¢ IO BUJAM BO3MOKHBIX UCTOUHHKOB YIpO3;
o 1o Tunty UCII/IH, Ha KOTOpBIE HAIIpaBIICHA PeaIu3anus yrpos;
e TIO BUTY HapylaeMoro CBOWCTBA uHpopManuu (Bumy
HECAHKIMOHWPOBAHHBIX ACHCTBUH, ocyliecTBIsseMbIX ¢ [1J1H);
e 10 crtoco0aM peain3anuu yrpos;
¢ TI0 HCTOJIb3YEMOU YSI3BUMOCTH;



¢ 10 OOBEKTY BO3/ICHCTBUS.

s UCTIJIH cyiecTBYIOT Clieayromue Kiaacchl yrpo3 6ezonacuoctu [1/1H:

[To BUIaM BO3MOXKHBIX MICTOYHUKOB YIp03 0€30MaCHOCTU NMEPCOHAIBHBIX TaHHBIX:

— YIpO3bl, CBSI3aHHBIE C INPEIHAMEPECHHBIMU WM HENPEIHAMEPECHHBIMHU JEUCTBUSAMHU
nun, uMmeromumu goctyn k MP UCII[IH, BkiIroudas MOJb30BATENCH, peanu3yrolue
yrpo3sl HenocpeactBeHHo B UCTI/IH;

— YIpO3bl, CBSI3aHHBIE C IMPEJHAMEPEHHBIMM WA HENPEIHAMEPEHHBIMHU JIEUCTBUSMHU
muu, He uMmeromux nocryna k UCITIH, peanusyromue yrpo3sl U3 BHEIIHUX CETEN CBSI3H
00111eT0 T0JIb30BaHUS U (UJTK) CeTel MEXAYHAPOIHOT0 HH()OPMALIMOHHOT'O OOMEHa;

— yrpo3bl, BO3HUKHOBEHUE KOTOPBIX HAINpSMYK 3aBUCHUT OT CBOWCTB TEXHHUKH,
ucnons3dyemoi B UCII/IH;

—  YIpO3bl, CBA3aHHBIE CO CTUXUIHBIMU MPUPOIHBIMU SIBIICHUSIMHU.

Kpome 3T10oro, yrpo3sl MOryT BO3HMKATh B PE3YyJIbTAaTe€ BHEAPEHUS anllapaTHBIX 3aKJIad0K
Y BPEJOHOCHBIX IPOTPaMM.

ITo Tuny UCIIJIH, HAa KOTOpBIE HAIIpABJIEHA YIpo3a.

ITo crpykrype UCII/IH, Ha KOTOpBIC HANpaBiieHa yrpo3a, HEOOXOJIMMO PacCMaTpPUBAThH
CJEAYIOIINE KIACChl YyIpO3:

- yrpo3sl 0Oe3omacHOCTM JaHHBIX, oOpabarbiBaembix B MCIIJIH ©Ha 0aze
aBTOMaTU3UPOBAHHBIX PA0OUYHX MECT;

- yrpo3sl Oe3omacHOCTH AaHHBIX, oOpabatsiBaembix B MICIIJIH Ha 6aze nmokaibHBIX
MH(GOPMAIIMOHHBIX CUCTEM.

[o crmocobam peasuzaiu yrpos.

[o criocobam peanuzanuu yrpo3 BHIIEISIOT CIEIYIOUIUE KIACChl YIPO3:

- yrpo3bl, CBA3aHHBIE ¢ HECAHKIMOHUPOBAHHBIM JocTynoM kK [1/IH (B Tom uucie
yIrpo3bl BHEAPEHHS BPEJOHOCHBIX ITPOTrpaMM);

- yrpo3sl yreuku [1JIH nmo Texauyeckum ka"anam yreuku nHdpopmanun (TKYN);

- yrpo3bl cnienranbHbix Bo3aeiicteuit Ha UCIT/IH.

ITo Buay HapymaeMoro cBoicTBa MH(pOpMaIMy (HECAaHKIIMOHHUPOBAHHBIX JCHCTBUA,
OCYLIECTBIISIEMBIX C MIEPCOHATLHBIMU TAHHBIMHU).

[Io BHAY HECAHKIIMOHUPOBAHHBIX JCUCTBUM, OCYIIECTBISIEMBIX C NEPCOHAJIBHBIMU
JAHHBIMHU, MOYKHO BBIJICJIUTH CJIEAYIOIINMI KJIACC yIpo3:

- yrpo3bl, IPHUBOJANIME K HapylieHuto KoHpunennuansHocTH [IJIH (KommpoBaHUIO
WM HECAaHKIIMOHUPOBAHHOMY pAacCHpOCTPAHEHHIO), NPH peaau3aluud KOTOpPbIX HE
OCYILIECTBIISIETCS] HETIOCPEICTBEHHOI'O BO3ICHCTBHS Ha COo/iepKaHue HH(OpMaLny;

- yIpO3bl, NPUBOIAIIME K HECAaHKIMOHMPOBAHHOMY BO3JICHUCTBUIO Ha



conepkaHre HHPOPMAIIUH, B PE3YIbTaTe KOTOPOTO MPOUCXOIUT U3MEHEHUE JAaHHBIX WITH
WX YHUYTOKCHUC;

- yrpo3bl, IPHUBOJANIME K HECAHKIIMOHUPOBAHHOMY BO3JCHCTBHIO Ha MPOTPaMMHbBIC
unm  nporpaMMHo-anmaparasle  aneMeHTsl  MICIIJIH, B pe3yinprare  KOTOpPOro
OCYIIECTBIISIETCS OJIOKMPOBAHUE JTAaHHBIX.

[To ncnonp3yemoii ysI3BUMOCTH BBIACISIOTCS CIEAYIONINE KIACChl YyTPO3:

- YIpo3bl, peau3yeMble C MCIOJIb30BAHHEM YSI3BUMOCTH CHUCTEMHOTO IPOTPAMMHOTO
obecrieuenus (110);

- YIpO3blI, pealu3yeMbIe ¢ UCIIOIB30BAaHUEM YSI3BUMOCTH IpHKiIaaHoro I10;

- yrpo3bl, BO3HHMKAIOIINE B pE3yJIbTaTe HCIOJBb30BAaHUS YSI3BHUMOCTH, BBI3BAaHHOM
HanuureMm B MCII/IH annapaTHOM 3aKIIaIKu;

- YIpo3bl, peajqu3yeMble C WCIOJIb30BAHMEM YSI3BHMOCTEH IPOTOKOJIOB CETEBOTO
B3aMMO/ICHCTBHS ¥ KaHAJIOB Mepeaaun JaHHBIX;

- yrpo3bl, BO3HHMKAIOIINE B pE3yJbTaTe HCIOJb30BAaHUS YSI3BHMOCTH, BBI3BAaHHOM
HEJ0CTaTKAMHU OpraHu3aIHH TEXHUYICCKOU 3aIUTHI uHopmaruu oT
HECaHKIIMOHUPOBAHHOTO JIOCTYIIA;

- YIpo3bl, peamu3yeMble C UCIOJIB30BAaHUEM YSI3BUMOCTEH, OOYCIIOBIMBAIOIINX
HAJIMYME TEXHUYCCKUX KaHAJIOB YTEYKH WH(OpMaIuy;

- yrpo3bl, peanu3yeMble C HCIOJB30BAHHEM YSA3BUMOCTCH CpPEJICTB  3alUTHI
uH(OpMAaITIH.

[To 06beKTYy BO3IEMCTBUS BBIACISIOTCS CIEIYIOIINE KIACChl yIrPo3:

- yrpo3sl 6e3omnacHoctu [1/]H, 06pabateiBaeMbix Ha APM;

- yrpo3sl 6e3omnacHoctu [1/]H, 06padaThiBaeMbIX B BBIACICHHBIX CPEACTBAX00paOOTKH
(mpuHTEpax, II0TTEpax, rpadomnocTpouTensx, BBIHECEHHBIX MOHHUTOpAX,
BUJICONPOEKTOPAX, CPEACTBAX 3BYKOBOCIPOU3BEIACHUS U T.I.); Yrpo3bl O€30MaCHOCTU
[1/1H, mepenaBaeMbIX MO CETSIM CBSI3H;

- yrpo3bl MPUKIATHBIM MPOrpaMMaM, C TTOMOIIBI0 KOTOPBIX 00pabaThIBAIOTCS

[11H;

- yrpo3ssl cuctemHomy I10, o6ecnieunBaroeMy ¢pynkimonupoBanue UCII/IH.

/. XapaKkTepuCTHKAa HCTOYHHUKOB YIP03 0€30MaCHOCTH NMEePCOHATBHBIXIAHHBIX B
NUCIIOn

B ornomennu MCII/IH MOTyT Cyl1€CTBOBAaTh TPU TUIIA HICTOUHUKOB YTPO3

oe3onacuoctu [1/1H:

1. AHTpomoreHHbIE HCTOYHUKHU yrpo3 Oe3onacHoctu [1J]H.

2. TexHOreHHBIE UICTOYHUKH YIpo3 6e3onacHocTH [1/1H.

3. CruxuiiHble ICTOYHUKH yrpo3 OezonacHoCTH [1JIH. AHTpOTIOTreHHBIE HCTOYHUKHU
yrpo3 6e3onacuoctu [1J1H.

B kauectBe aHTpomoreHHoro wuctoyHuka yrpo3 g HCII[IH  HeoOxoammo
paccmaTpuBaTh CyObeKTa  (JIMYHOCTH), HWMEIOIIETO CAHKIIMOHWPOBAHHBIA  WIIH
HECaHKIIMOHWPOBAHHBIN JTOCTYN K padote co mraTtHeiMu cpenctBamu UCII/IH, nefictBus
KOTOPOTrO MOTYT MPHUBECTH K HApPYIIEHUIO OE€30MaCHOCTU MEPCOHANBHBIX JaHHBIX.
AHTpONOTeHHbIE UCTOYHUKH yrpo3 no otHomeHuto Kk HWCIIH moryT ObITh Kak
BHEIIIHUMHU, TaK U BHYTPEHHUMU

Cpenu BHENIHUX aHTPOIIOINEHHBIX HCTOYHUKOB MOKHO BBIJICIUTD CIIyYalHbIE U



IIPEJHAMEPEHHBIE UICTOYHHKHU.
Crnyuaiinple (HenpeaHaMepeHHbIE) HCTOYHUKH MOTYT MCIOJIb30BaTh TaKUE YSI3BUMOCTH,
KaK olunOKHU, coBepiieHHble npu npoektupoBanuu MCII/IH u ee 3meMeHTOB, OMIMOKH B
MPOrpaMMHOM O0ECHEYEHHH; pa3IUYHOTO poaa cOOM M OTKa3bl, MOBPEKICHUS,
nposieinsiemble B MCII/IlH. K TakumM HMCTOYHMKAM MOXHO OTHECTH IIE€pCOHA
IIOCTaBIIMKOB pAa3JIMYHOTO pPOJA YCIyr, IIE€pCOHANl HAA30pHBIX OpraHu3aluid |
aBapuilHbIX Cciyx0 u T.m. JleiicTBus (yrpossl), UCXOASUIME OT JAHHBIX MCTOYHUKOB,
COBEPIIAIOTCA N0 HE3HAHMIO, HEBHUMATEJIbHOCTU MJIM XaJIaTHOCTH, U3 JIIOOONBITCTBA, HO
0e3 3J10r0 yMbIca.

[IpenHamepeHHblE  UCTOYHUKM  MOPOSIBIAIOTCS B KOPBICTHBIX  YCTPEMIICHHUAX
Hapymureneid. OCHOBHas 1€JIb TAKUX HWCTOYHUKOB — YMBIIIJIEHHAsS J€30praHu3alus
paboThl, BbIBOA cucteM OpraHuzanuud M3 CTpOs, HCKaxkeHue HHGOpMalHMH 3a CyeT
npoHukHOBeHUs B ICII/IH myTeM HECAaHKIIMOHUPOBAHHOTO JOCTYTIA.

BHyTpeHHUMH HCTOYHMKAMHU, KaK MPaBUIO, SBISIOTCS CHEHUAIUCTBl B 0OJAcTH
OPOrpaMMHOI0 OOECNEeYeHUs] U TEXHUYECKUX CPEJICTB, B TOM YHUCJE CPEACTB 3aLIUThHI
uHbOpMAIINK, HMEIOIIME BO3MOXHOCTh HCIOJIb30BaHUS IITATHOIO OOOpPYAOBAHHS U
nporpaMMHO-TexHnueckux cpeacts MCIIJIH. K TakuM HCTOYHHMKAM MOKHO OTHECTH
OCHOBHOW TMEpCOHaN, MpeJCTaBUTENeH CIy>KO Oe30MacHOCTH, BCIIOMOTATEIbHBIN U
TEXHUYECKHUH MEPCOHAIL.

Jlisi BHYTPEHHUX HMCTOYHUKOB YIrpo3 o0co0oe MEeCTO 3aHMMAaloT yYIrpo3bl B BHUJIE
OmMMUOOYHBIX JEHUCTBUS W (WIM) HapylIeHUH TpeOOBaHUN HKCIUTYaTAIMOHHOM M WHOM
TOKyMeHTauuu coTpyaHukamu Opranuzauuu, uMmeromux npocryn k MP UCIH. K
0JIOOHBIM yTpo3aM, B YACTHOCTH, OTHOCSTCS:

- HENPEAyMBIIUIEHHOE UCKAXKEHUE UIIN YAAJICHUE IPOTPAMMHBIX KOMIIOHEHTOB;

- BHEJPEHME U UCIIOJIb30BAaHUE HEYUYTEHHBIX IPOrPaMM;

-  WTHOPUPOBAHUE OPraHU3ALMOHHBIX OrPAHWYEHUN (YCTAHOBJIEHHBIX MpPaBWJI) MpHU
pabote ¢ pecypcamu UCII/H, BkIrouas cpeacTpa 3amuThl nHGopManun. BuacTHOCTH:

- HapyuieHuWe TpaBWI  XpaHEHUs  HMHQPOPMAlUU  OTPAHUYEHHOTO  JIOCTYIIa,
UCIIOJIb3YEMON TMPHU JKCIUTyaTallud CPEJCTB 3alluThl WHGOpMauu (KI0YEBOH,
NapoJIbHOW U ayTeHTUPHUIIUpYIoeld nHpOopMaIun);

- [PEAOCTaBJICHHE MOCTOPOHHUM JIMIIAM BO3MOXHOCTH JOCTYIIA K CPEACTBAM 3allUTHI
uHdopMaIy, a TakkKe K TEXHUYECKUM U TPOTPAMMHBIM CPEICTBAM, CIIOCOOHBIM
MOBJIMSITh HA BBIMOJTHEHHE MPEABABIAEMBIX K CpPEICTBaM 3allUThl WHOOpMAIUU
TpeOoBaHuUii;

- HACTpoWKa ¥ KOH(MUTYpHpOBaHWE CPEJCTB 3allUThl HH(OpMAIUU, a TaKKe
TEXHHYECKUX W TIPOTPAMMHBIX CPEJCTB, CIOCOOHBIX TOBIUSATH HA BBIMOJHEHUE
MPEIBSBISIEMBIX K CpPEICTBaM 3amuThl WHMOpManuu TpeOOoBaHUN, B HapyIICHUE
HOPMAaTHBHBIX U TEXHUYECKUX JTOKYMEHTOB;

- HecooOmieHHe O (axkTax yTpaThl, KOMIPOMETALMU KIIOYEBOH, MNApOJbHON U
ayreHTU(uIMpytomed wHPOpManuKU, a TakkKe J00H  apyroi  mHGOpMAIUH
OTPaHWYEHHOT'O IOCTYyIA.

Haun0onpmyro onacHOCTbh MPEACTABISAIOT MPEIHAMEPEHHBIE YIPO3bl, HCXOAIIUE KAK OT
BHEIIHUX, TaK U OT BHYTPEHHUX AHTPOIIOT€HHBIX UCTOYHUKOB.



Heo0Oxonnmo paccmaTpuBaTh CAEAYIOMIME KIIACCHl TAKUX YTPO3:

- YIpO3bl, CBSI3aHHBIEC C MPEIHAMEPECHHBIMU JICUCTBUAMU JIWI, UMEIOIIUMHU JTIOCTYIl K
NCIIAx, Brmowas mnosb3oBarened HMCIIJJH m WHBIX COTPYIHMKOB MpEANPUATHS,
peanusyromumu yrpo3bl HerocpeacTBeHHO B ICII/IH (BHYTpeHHMI HApYIIUTENb);

- YIpO3bl, CBA3aHHBIC C MPEIHAMEPEHHBIMU JECUCTBUSIMU JIUL, HE UMEIOIIMMHU JIOCTYyIIa
k VUCIIJIH u peanu3ylIMMU yIpo3bl U3 BHEHIHUX CETEH CBSI3M OOIIEro MOJb30BaHUS
WJIU ceTel MEXIyHApOIHOr0 MH(OPMAIIMOHHOTO OOMEHa (BHEITHUN HAPYIIUTENb ),

- YIpO3bl, CBI3aHHBIE C MPEIHAMEPEHHBIMU JEUCTBUSIMU UL, HE UMEIOUIMMH JI0CTYyIIa
Kk UCII/IxH n peanusyrommmu yrpo3sl no TKYN.

TexHoreHHbIe ICTOYHUKH YTIpo3 Oe3onacHocTu [1][H.

TexHOre€HHbIE MCTOYHUKHU YIPO3 HANPSIMYIO 3aBUCSAT OT CBOMCTB TEXHHUKHU.

JlaHHbBIE UCTOYHMKHU TAK)KE€ MOTYT ObITh KaK BHEIIIHUMHU, TaK U BHYTPEHHUMH.

K BHemHuM uctouHukam oTHOCSTCS MHPpacTpykTypHbie sineMmentsl UCIIJIH: cpencTBa
cBsa3u (TenedOHHbIC JIMHWM, JIMHUU TEpeladyd JaHHBIX M T.M.), CETH HWHXXEHEPHBIX
KOMMYHHKAIIMK (BOJIOCHA0KEHUE, KaHAIU3aIusl, OTOTUICHHUE U TIp.).

K BHYTpeHHUM HCTOUYHMKAM OTHOCSTCSI HEKAaU€CTBEHHBIE TEXHUUYECKUE U MPOTPAMMHBIEC
cpeactBa  o0paboTku  MHQOpMAIMK,  BCIIOMOTaTelbHBIE  CpelcTBa  (OXpaHbl,
CUTHaIM3aluu, TenedoHnn), Ipyrue TeXHudeckue cpeactra, npumeHsembie B UCII/IH,
a TaK)Ke BPEJIOHOCHOE MTPOrpaMMHOE 00ecIieueHre U anmnapaTHbIe 3aKJIaJIKH.
ArnmnapaTHasi 3aKiagKa.

AnmnapaTHble 3aKJIaJIKH MOTYT OBITh KOHCTPYKTUBHO BCTPOEHHBIMH M aBTOHOMHBIMHU.
AnmapaTtHble 3aKJIaJJKH MOTYT Pealn30BaTh YrPO3bl:

- cbopa u HakoruteHus [1/1H, oOpabaTeiBaeMbIx 1 XpaHuMbix B UCIT/IH;

- (opmupoBanus TKYU.

B cuily oTMeuYeHHBIX CBOMCTB ammapaTHBIX 3aKiafokK 3P GeKTHBHAS 3allUTa OT HHUX
MOXXET OBITh oOOecredeHa TOJIBKO 3a CYET TINATEIBHOTO y4yeTa WX CHeluPuKu u
COOTBETCTBYIOIICH OpraHu3alli TEXHUYECKOW 3aIuThl MHPOpPMAIMU HA BCEX CTaAMIX
»ku3HeHHoro nukiaa UCIITH.

Hocwurenb BpeIOHOCHOM TTPOrpaMMBI.

B kauectBe Hocurtens BpenoHocHo mnporpamMmbl B HCIIJIH MOXeT BBICTYNATH
anmapaTHBII 3JIEMEHT CPEJICTB BhIUUCIUTENIbHON TeXHUKHU n3 coctaBa UCIIIx nnm 110,
BBITIOJIHAIOIIEE POJIb MPOrPAMMHOTO KOHTEUHEPA.

Ecnm BpenoHocHas mporpaMMa HE acCOLMUPYETCs € Kakou-muOo MpUKIaTHOM
mporpamMmoii u3 cocrasa cuctemaoro i obmiero [10 MCIIIH, B kauecTBe €€ HOCUTEINS
BBICTYIIAIOT:

- BHEIIHUN MAIIMHHBIN (OTUYXAA€MbIil) HOCUTENb, T.€. AUCKETA, ONTHUYECKUN JHCK,
JA3ePHBIN TUCK, (IIAIII-TaMATh, BHCIITHUH KECTKUM JIUCK U T.I1.;

- BCTPOEHHBIE HOCUTENU HHPOpMAIUU (KECTKHUE JUCKH, MUKPOCXEMBbI ONEPAaTHUBHOMN
MaMsATH, IPOLECCOP, MHUKPOCXEMBl CHUCTEMHOM IUIATBI, MHMKPOCXEMbI YCTPOMCTB,
BCTPAWBAEMbIX B CHUCTEMHBIN OJIOK YCTpOMCTBAa — BHJIE€OAJaNTepa, CETEBOM IJIaThI,
YCTPOMCTB BBOJIa/BHIBOJIA M T. 1 . )

- MHKPOCXEMbl BHEIIHUX YCTPOMCTB (MOHHMTOpA, KJIABHATyphl, MPUHTEPA,



IJI0TTEPA, CKAaHEPA U T.I1.).

B TOoM cnyuae, ecnum BpeJOHOCHAas MporpaMma MOXET OBITh MPOACCOLUHUpPOBAHA C
cucteMHbIM Win ooum [10, ¢ daitnamu pa3nuyHON CTPYKTYphl MM C COOOILIEHUSIMH,
Nepe1aBaeMbIMU 110 CETH, TO €€ HOCUTENIEM SBIIIOTCS:

- makeTsl nepenaBaeMbix 1Mo cetu UCIT/IH cooOuienuit;

- (aiinsl (MCHIOJHSAEMbIE, TEKCTOBBIE, TpaQUUECKUE U T.11.).

[Ipy BO3HMKHOBEHHMHM Yrpo3 M3 JAHHOW TPYINbl TMOSABIAETCS MNOTEHIMATIbHAS
BO3MOXHOCTb HapylIeHUs KOH(UIECHIUATBHOCTH, LIEJIOCTHOCTH, JOCTYITHOCTUA U JPYTUX
XapakTepucTuk 6e3onacHoctu [1/1H.

CrtuxuiiHple ICTOYHUKH yrpo3 6e3onacHocTu [1/1H.

CtuxuiiHple  MCTOYHMKM  YIpo3  OTAMYaeTcss  OONBIIMM  pa3HOOOpasueM U
HENpPEe/ICKa3yeMOCTbI0 U SIBJISIOTCSA, KaK MPAaBUJIO, BHEIIHUMH [0 OTHOIIECHHUIO K
Opranuzanuu. Ilog HUMM, mpexae BCEro, paccMaTpUBAIOTCS Pa3IMYHbIE MPUPOJIHBIE
KaTaKJIM3Mbl. TMOXapbl, 3€MJIETPSICEHUs, yparanbl, HaBOJHEHUs. BO3HUKHOBEHHE ATUX
UCTOYHUKOB TPYJAHO CIIPOTHO3UPOBaTh M UM TSDKEIO MPOTHBOJAECUCTBOBATH, HO IMpHU
HACTYIJICHUU MOAOOHBIX COOBITUN HapylIaeTcs ITaTHOe (YHKIMOHUPOBAHUE CaMOM
UCTI[ln u ee cpeACTB 3allIMThI, YTO MOTCHIMAIBHO MOKET MPHUBECTH K HAPYIICHUIO
KOH(QUJEHIIMATBHOCTH, IEJOCTHOCTH, JOCTYHOCTH W  JIPYTUX  XapaKTePHUCTUK
6e3omnacuoctu [1J1H.

3amura OT Yrpo3, HMCXOASIIMX OT TEXHOTCHHBIX M CTUXMMHBIX HCTOYHUKOB YIpO3
oesomacHoctu  [I/lH, peryiiaMeHTHpyeTCsl HMHCTPYKLMSAMH, pa3paOOTaHHBIMU U
YTBEPKJACHHBIMH OIIEPATOPOM C yueToM ocoOeHHocTel skcruryaTaruu UCII/IH.

8. Moaesb HapymuTesi 0e30IaCHOCTH NMEPCOHATbHBIX JaAHHBIX
AHanu3 BO3MOXKHOCTEW, KOTOPHIMH MOXET 00Ja/aTh HapyUIUTellb, MPOBOJUTCS B
pamMKax MOJIETTU HapyIITUTES.
[Tpu pazpaboTke MoieTu HApyIIUTENs 3a)UKCUPOBAHBI CIIEIYIOIINE TOT0KEHUS :
- 06e3omacHocth [IJIlH B UCIIIH obecneumBaeTcsi cpecTBaMu 3allUThl UHPOpMAITUU
HUCII[la, a Takke WCHOJBb3yEeMbIMH B HHX HH(POPMAIMOHHBIMHA TEXHOJOTHSIMH,
TEXHUYECKUMHU U TPOTPAMMHBIMU CPEJCTBAMHU, YIOBIETBOPSIONIMMU TPeOOBAHUAM TIO
3amure HMHQOpPMAIMK, YCTAaHABIMBAEMBIM B COOTBETCTBHUM C 3aKOHOJIATEIHLCTBOM
Poccuiickoit @enepanuuy;
- cpeactBa 3amuthl uHbopmanuu (C3U) mTaTHO (QYHKIIMOHUPYIOT COBMECTHO C
TEXHHYECKUMU U TPOTPAMMHBIMU CPEJCTBAMHU, KOTOPBIE CIOCOOHBI TIOBIUATH Ha
BhITIONTHEHUE TIpeabsBisieMbix kK C3U TpeboBanuii;
- C3U ne moryr obecmneunts 3amuty [IJIH OT AeiCTBHil, BHIOTHAEMBIX B paMKax
MPEIOCTaBICHHBIX CYOBEKTY JeiCcTBUN moiaHoMmounit (Hampumep, C3U He Moxker
obecrieunth 3amuTy [I/[H OT packpeiTus JTUIaMU, KOTOPHIM MPEJOCTABICHO MPABO HA
JOCTYTI K 3TUM JAHHBIM).

Onucanue HapyIuTeIeH.
C TOYKM 3peHHs HaJM4MS T[paBa IMOCTOSIHHOTO WJM pa3oBOTO JIOCTyna B
koHTposnupyemyto 30Hy (K3) oOwvektoB pasmemenuss UCII[In Bce ¢usnueckue nuia
MOT'YT OBITh OTHECEHBI K CIEAYIOIIUM JBYM KaTErOPHUSM:
- Kkareropus | — nuia, He UMerolIKMe MpaBa A0CTyIa B KOHTPOJIUPYEMYIO 30HY



WUCTITx;

- xareropus |l — nuua, uMmeronye nNpaBo I0CTyna B KOHTPOJIUPYEMYIO 30HY
NCIT/H.

Bce noteH1anbHble HapyIIUTENIN MOAPA3IEIAI0TCS Ha:

- BHENIHUX HapylLIUTeNed, OCYLIECTBISIIONIMX AaTakd M3-3a IMPEeJIEsIoB

koHTponupyemon 308b1 UCII/1H;

- BHYTPEHHMX HapyLIUTENEH, OCYIIECTBISIONIMX aTaK1, HAXOASACh B IIpeeax
KoHTponupyemon 3086l UCII/IH.

B xauectBe BHEIIIHETO HAPYIIUTEN KPOME JIMI KaTeropun | IOIKHBI
paccmaTpuBaThCs Takxke Juia kareropuu |, Haxonsmuecs 3a npenenamu K3.

B otHomennn WCII[IH B KauecTBE BHEUIHETO HAPYIIMTEISAMHU U3 YHUCIA JIMI]
Kareropuu | MOryT BeICTyNATh:

- OwIBIIME COTpyAHUKU OpraHu3aimi;

- MOCTOPOHHME JIUIIA, MBITAIOLIAECS MOTYYUTh 10CTYyI K [1/[H B MHULIMaTUBHOM
MOPSIKE;

- MOPEACTAaBUTENIM MPECTYIHBIX OpraHu3aluil. BHEITHUN HAPYIIUTETh MOXKET
OCYIIIECTBIIATH:

- mepexBaT oOpabarpiBaeMbix TexHuueckumu cpeactBamu WMCIIIa [1u 3a cuer ux
yreukn nmo TKYUW ¢ ucnosib3oBaHUEM MNOPTATUBHBIX, BO3UMBIX, HOCUMBIX, a TaK¥Ke
ABTOHOMHBIX aBTOMATHYECKHUX CPEJICTB Pa3BEJKH CEPUMHON pa3paboTKH;

- JIECTPYKTUBHBIE BO3JIEUCTBUS Yepe3 dJIEMEHThl HHPOPMAIIMOHHOW UHPPACTPYKTYPHI
UCTI[IH, xoTopsie B TIpollecC€ CBOETO KU3HEHHOTO MHMKJIA (MOJEpPHHU3AIUA,
CONPOBOKJIECHHUE, PEMOHT, YTHJIM3aLKsl) OKa3bIBalOTCS 3a npeaenamuK3;

- HECAaHKIMOHUPOBAHHBIA JOCTYN K WH(GOPMAIMU C HCHOJIB30BAHUEM CIEIUATbHBIX
OpPOrpaMMHBIX BO3JIEMCTBUNA IOCPEACTBOM MPOrpaMMbl  BHPYCOB, BPEIOHOCHBIX
IporpamMM, alirfOPUTMHUYECKUX WU IPOrPaMMHBIX 3aKJIA/I0K;

- mepexBar WHGOPMAINH, TIEpPelaBaeMON MO CETSM CBS3U OOIIEro MOJIb30BAHUS HIIU
KaHaJlaM CBSI3W, HE 3allMUIEHHBIM OT HecaHKIMoHupoBaHHOro noctyna (HCH) x
UHGOPMAIIH OPTaHU3AIMOHHO- TEXHUYECKUMU MEpaMu;

- araku Ha MCITIH myTeM peanu3anuu yrpo3 yJaaJeHHOTO JOCTyIa.

BuayTtpennuit Hapymmtens (uua kareropuu II) moapaszpensieTrcss Ha BOCEMb TPyIN B
3aBUCUMOCTH OT C1oco0a M MOJIHOMOYMA JOoCTyMa K uHpopMarmoHHbeM pecypcam (MP)
NCIIHn.

1. K mnepBoil rpymnmne OTHOCATCS COTPYAHUKHU MPEANPUSATHN, HE SBISIOMINECS
3apEeruCTPUPOBAHHBIMU TOJIb30BaTesiMU M He pgonymeHHele k WP UCII[H, HO
UMeronme caHkuuoHupoBaHHbld goctyn B K3. K a3Toli kateropum Hapyuureneu
OTHOCSITCSI COTPYAHUKH: DHEPTreTUKHU, CAHTEXHUKU, YOOPIIUIbI, COTPYJHUKNA OXPaHbl U
JApyrue  Jmma, OoOecleYMBalIue HOpMadbHOEe  (YHKIIMOHUPOBAaHUE  OOBEKTa
nH(OpPMaTH3AIINH.

JIM1o TaHHOW TPyl MOXKET:

- pacmoyiaraTb HMMEHAMHM M BECTHM BBISBICHUE NApPOJIENM 3apErMCTPUPOBAHHBIX
nosb3oBateneit UCII/IH;

-  HU3MCHATh KOH(PUTYpAIUI0O TEXHUYECKHUX CpeAacTB o0pabotku IIJIH, BHOCHTH
nporpaMmmHo-anmnapatasie 3akianku B [ITC UCIIIn u oGecnieunBaTh cheM



nH(pOpMaINK, UCTIONB3YSl HEMOCPEICTBEHHOE MOAKIIOUEHUE K TEXHUYECKUM CpEe/ICTBaM
00paboTku uHGOpMaIUH.

2. Ko BTOpO#l rpymnme OTHOCATCA 3apeructpupoBaHHble mnonb3oBaTenu MCIIH,
ocyuiectBistonue orpannueHHbld goctyn k P UCII[n c¢ pabouero mecta. K stoi
KaTEroOpuM OTHOCITCA COTPYAHUKH TPEANPUATHN, HMEIOIIME TMPaBO JOCTyNa K
nokanbHBIM P UCIIJIH a1 BBITOTHEHHUS CBOMX JIOJKHOCTHBIX 00sS3aHHOCTEH.

JIM1o 1aHHOW rPyIIBI:

- 00y1aaeT BCeMU BO3MOKHOCTSMMU JIMII IEPBOM KaTETrOpHUU;

- 3HAET, 0 MEHBIIEH MEPE, OJTHO JIETATILHOE UMS JOCTYTIA;

- oOnagaer  BCeMHU  HEOOXOAUMBIMM  aTpuOyTtamMu  (Hampumep,  MapoJieM),
ob6ecneunBatomum aoctyn k UP UCTI/IH;

- pacnousaraet I1/1H, K KOTOpBIM UMEET JOCTYIL.

3. K Tperbeil Tpymnme OTHOCSTCS 3aperuCTPUPOBAHHBIC TMOJIH30BATENIM MOJACUCTEM
UCIIAH, ocymecTBidgiome yaaneHHeld poctyn K II/lH mo JokanbHOW ceTH
Opranuzanumu.

JIutio JaHHOW TPYyMIIbI:

- o0namaeT BCeMU BO3MOXKHOCTSIMU JIUI] BTOPOH KaTeTOPHH;

- pacnonaraet uadopmarueit o Tonojoruu cetu UCIIIH u cocTaBeTeXHUUECKUX
cpeactB UCIIH;

- HAMEET BO3MOXXHOCTh MPSMOro ((pu3nueckoro) 10cTyna K OTAeIbHBIMTEXHUUECKUM
cpeactam (TC) UCIIIH.

4. K 4deTBepTO# rpyIIiie OTHOCATCA 3aperucTpupoBaHHbie nois3oBarenu NCII/IH ¢
MOJIHOMOYHMSIMH aIMUHHUCTpaTopa 6e3onacHocT cermMenta (¢pparmenta) UCII/IH.

JIM1o TaHHOW TPYIIIBI:

- oOnagaeT MOJHOW HH(pOpMalUel O CUCTEMHOM M TMPUKIATHOM MPOrpaMMHOM
obecnieueHuu, ucnonbzyemoMm B cermente UCII/H;

- oOmamaeT mojiHOM WH(MOpPMAIKMEN O TEXHWUYECKUX CPEICTBaX M KOH(MHTyparuu
cermenta UCII/IH;

- UMEEeT JIOCTYI K CPEeACTBaM 3alluThl HH()OPMAIIMK U MPOTOKOJIUPOBAHUS, a TAKKE K
OT/ICJIBHBIM 3JIEMEHTaM, UCIoiab3yeMbIM B cermenTe MCII/IH;

- MMEET JOCTYI KO BCEM TeXHHYEeCKUM cpenictBaM cermenta MUCITIH;

- oOnmamaer mTpaBaMu KOH(PUTYpHpOBAaHWA W  AJIMHHHCTPATUBHON  HACTPOWMKH
HEKOTOPOTO MOJMHOKECTBA TeXHUUeCkuXx cpenctB cermenta MCITIH.

5. K nmaToil rpyrmne OTHOCSATCSA 3aperuCTPUPOBAHHBIE TOJIB30BATEIN C MOTHOMOUYUSIMU
CUCTEMHOTO aJMUHUCTPATOPa, BBIMOIHSIIONMETO0 KOHQUTYpUPOBAHUE | YIPABICHUE
MpOrpaMMHBIM OoOecTieueHneM 1 000pyA0BaHHEM, BKIIIOUasi000pyA0BaHHE, OTBEUAIOIIIEE
3a 0E€30MacHOCTh  3alMINAaeMOro OOBEKTa: CpEeICTBAa MOHUTOPWHTA, PE3EPBHOTO
KOMUPOBAHMS, aHTUBUPYCHOI'O KOHTPOJISA, 3aIIUTHI OT HECAHKIIMOHUPOBAHHOIO JI0CTYMA.
JIn1o 1aHHOW TPy

- obmnamaer monmHOW WH(MOpMAIMEH O CHCTEMHOM, CIeluaibHOM | mpukiaagHom [10,
ucnoiaszyemMoM B UCIT/IH;

- obOmanaet nonHou unpopmanuen o TC u konpuryparuu UCIIu

- umeet goctyn ko BceM TC UCII/IH n naHHbIM;



- oOnagaer mnpaBaMH KOH(PUIYypHUpOBaHHMSA M aIMUHUCTpaTUBHON HacTtpoiiku TC
NCII/H.
6. K mecroii rpymnme oTHOcsATCS 3apeructpupoBanHble mnoab3oBarenu MCIIIn ¢
MOJIHOMOYUSAMM  aJMUHUCTpartopa Oe3zonmacHocT OpraHusanuy, OTBEYAIOUIEro 3a
coOJIt0/ICHUE TIPaBUJI pa3TPaHUYCHHS JOCTYIA, 32 T€HEpallUi0 KIIOYEBBIX 3JIEMEHTOB,
CMEHy mapojieid, Kpunrorpapuyeckyr 3amury uHbOpMaluuu. AJIMUHUCTPATOP
0€30IMaCHOCTU OCYIIECTBISICT AyJIUT TEX Ke CPEJICTB 3alIUThl 00bEKTA, YTO U CUCTEMHBII
aIMUHUCTPATOP.
JIM1o 1aHHOW TPyIIIBI:
- obOmanaet nonHou undopmarueit 06 MCII/H;
- HMeEEeT JOCTYI K CpPeACTBaM 3alllUThl HHPOPMAIIUU U MPOTOKOJIUPOBAHUSA U K YACTH
KiroueBbIx aeMeHToB MCII/IH;
- HE HMEET MpaB JO0CTyNa K KOH(PUTYPUPOBAHUIO TEXHUYECKHX CPEJCTB CETH 3a
UCKIIFOUEHUEM KOHTPOJIbHBIX (MHCTIEKIIMOHHBIX).
7. K ceapMoll Tpymme OTHOCSATCS JWIlAa U3 YKCJIA MPOTPAMMHUCTOB - Pa3pabOTUYUKOB
CTOpOHHEW opraHu3aIuu, SABIAIONIUXCS noctapimukamu [1O u nuia, obecreunBaronue
ero cornpoBoxaeHue Ha 00bekTe pasmenienus NCII/IH.
JIutio JaHHOW TPYyMIIbI:
- oOnagaeT uH(popMalue 00 anropuTMax M mnporpammax o6paboTku uHbOpMaIuU B
NCITH;
- o0nagaeT BO3MOKHOCTSIMH BHECEHHUS OLIMOOK, HEEKIapUPOBAHHBIXBO3MOKHOCTEH,
IpOrpaMMHBIX 3aKJaJoK, BpedoHocHbIX mporpamm B [IO HCII[IlH Ha cragum ero
pa3pabOTKH, BHEAPEHUS U CONIPOBOKICHUS;
- MOXeT pacnojarath J00bIMH (parmeHTamu uHbopmanuu o TC 00paboTku u
samuThl nHGopmanmu B UCII/IH.
8. K Bocbmoii rpymnme otHocsTcs nepconan, obcmyxkupatonuii TC UCIIH, a Taxxke
nuIa, odecneynBaroIIre NocTaBky, conpoBoxacHue u pemonT TC UCIIIH.
JIM1o TaHHOW TPYIIIBI:
- obmamaer BO3MOXXHOCTAMH BHeceHus 3akmanok B TC HCIIAH Ha crammm uX
pa3pabOTKH, BHEAPEHUS U COMTPOBOKICHUS;
- MoOXeT pacrnonarath (parmentamu  uHopmanumu o Ttomojoruu MCIIH,
aBTOMATU3WPOBAaHHBIX  paboYMX  MecTax, cepBepax W  KOMMYHHUKallMOHHOM
obopynoBanum, a Takke o TC 3amutel nHGopmanmu B UCIT/IH.

[IpennonoxeHns: 0 BO3MOKHOCTSIX HAPYIIUTENS.
s monmydyenus: ucxoaubix nanHbeix o UCIIIx HapymwmTens (kak I kareropuu, tak u Il
KaTerOprur) MOXKET OCYIIECTBIATH MEpexBar 3amudpoBaHHOW WHGOOPMAIMM U HHBIX
JAaHHBIX, TIepelaBaeMbIX MO KaHajaM CBSI3M CETSAM OOIIEro TMOJIb30BaHUS U (MJIH)
CeTSIM MEXIYHApOJHOTO MH(POPMAIMOHHOTO OOMEHa, a TaKXe TO JIOKAJIBHBIM CETSIM
NCIIH.
JIro60ii BHYTpEHHUN HAPYIIUTETh MOXET UMETh (PU3WYECKUM JOCTYN K JIMHHSIM CBSI3H,
CHCTEMaM JJICKTPONIUTAHUS U 3a3€MJICHUS.
[Ipennonaraercsi, 4YTO BO3MOXHOCTH BHYTPEHHETO HAPYIIUTENS  CYIIECTBEHHBIM
00pa3oM 3aBUCAT OT JEUCTBYIOLIMX B MpeAesiaX KOHTPOJIUPYEMOUMl 30HBI OOBEKTOB
pasmenienus VCII[H orpannuuTenbHbIX (PaKTOPOB, U3 KOTOPHIXOCHOBHBIMU SIBISIIOTCS
PEKUMHBIE MEPONPUATUS U OPraHU3aLMOHHO-TEXHUYECKHE



MEpBbl, HANPABJICHHbIC HA:
- TIPEIOTBPALLCHUE U IPECEUCHUE HECAHKIMOHUPOBAHHBIX JEUCTBUM;
- 1oA0O0p M pacCTaHOBKY KaJIpOB;
- JIONYCK (PU3MUYECKUX JUI] B KOHTPOJIUPYEMYIO 30HY M K CPEJICTBA BBIYMCIUTEIIHHOM
TE€XHUKU;
- KOHTPOJb 3a MOPSIAKOM MIPOBEACHUS PadOT.
B cwiy »TOro BHYTPEHHUN HapyHIUTENIb HE HMMEET BO3MOXHOCTU MOJIYy4YECHUS
cnenuanbHbix 3HaHu o WMCIIJIlH B oObeMe, HEOOXOAMMOM ISl PEIICHUST BOMPOCOB
CO3/IaHUS U MPEOAOJCHUS cpeacTB 3amuThl [1/IH, 1 UCKIIIOYaeTCss €ero BO3MOXKHOCTh 110
CO3/IaHUI0 W TNPUMEHEHUIO CIEHHUAJIbHBIX MPOrPaMMHO-TEXHUUYECKUX  CPEACTB
peanu3alnuy LEeJICHANPABICHHBIX BO3JCUCTBUM JaHHOTO HAPYIIMTENS HA MOJIEKAIINAE
3aIuUTe OOBEKTHI M1 OH MOKET OCYIECTBIISATh MOMBITKM HECAHKIIMOHUPOBAHHOIO JIOCTYIIA
Kk 1P ¢ UCcrnosib30BaHUEM TOJBKO IITATHBIX MPOrpaMMHO-TeXxHU4eckux cpeacts MCIIIx
0e3 HapyIIeHUS UX I[EJTOCTHOCTH.
B03M0XXHOCTBH croBOpa BHYTPEHHUX HAPYIIUTENIEH MEXIy cO00#, CroBOpa BHYTPEHHETO
HapYIIUTENS C MEPCOHAIOM opraHuzanui-pazpadorunkoB nojacucrem MCII/IH, a Takxke
CroBOpa BHYTPEHHETO M BHEIIHEro HapyIIUTEeJIeH MO KHA OBITh HCKIIOYCHA
PUMEHEHUEM OPraHu3alMOHHO-TEXHUYECKUX W KaJpOBO-PEKUMHBIX  MEp,
nercTByOmUX Ha o0bekTax pasmenieHuss UCII/IH.

[Ipeanonoxxenust 00 UMEIOIMMUXCS Y HAPYIIUTEIS CPEICTBAX aTak.
[Ipenmnonaraercs, 4To HAPYIIUTENh UMEET BCE HEOOXOAUMBIE VISl MIPOBEACHUS aTakK 1o
JNOCTYIIHBIM €My KaHajaM aTak CpelICTBa.
Buemnuit HapymwmTens (nuua kareropun |, a Takke nauna kareropuu |l mpwu
HaXOKIEHUHU 3a npenesaMu K3) MoKeT UCIoap30BaTh CIAEAYIONIME CPEACTBA JOCTYIA K
3amuIEaeMoi nHpopMaIuu:
- JOCTymHBIE B CBOOOJHON TpoJa)xe amnmapaTHbleé CpeACcTBA M MPOTPAMMHOE
oOecrieyeHue, B TOM YHCJIE TPOTPAMMHBIE U alapaTHbIe KOMIIOHEHTHI KPUIITOCPEICTB;
CHeIUaIbHO pa3paboTaHHbIE TEXHUUYECKHUE CPEACTBA U MPOTpaMMHOE 00eCTIeUeHHE;
CpeliCTBa MepexBaTa U aHaau3a NH(OOPMAIMOHHBIX IOTOKOB B KaHATaX CBS3H;
CrielMaJIbHBIe TEXHUYECKHE CpeicTBa nmepexnara nadopmaruu no TKYU;
mratHble cpeacTBa MCII/IH (Toapko B ciiyyae UX pacroiokeHus 3a npeaenamu K3).
BHyTpeHHuil HapymuTenb Ui AOCTyHa K 3alldiaeMord HHQPOpMAaIUU, COIEpKalien
II/In, MoXkeT wucmoab30BaTh ToJbKO MmTaTHbie cpeactBa MWCIIIn. Ilpu stom ero
BO3MOXHOCTH II0 MCIIOJb30BAHUIO IITATHBIX CPEICTB 3aBUCIAT OT PEAJU30BAHHBIX B
NCIIIH opraHU3allMOHHO-TEXHUYECKUX U PEKUMHBIX MEP.

Onurcanue KaHaJIOB aTak.

Bo3MOXHBIMM KaHajlaMM aTakK, KOTOPbIE MOET MCIOJIb30BaTh HAPYLIUTENb JJIs
noctyna k 3amumaemoit nHpopmammu B UCIIIH, sBastores:
- KaHajJbl HEMOCPEJCTBEHHOTO JOCTyna K OOBEKTy (BHU3YyallbHO-ONTHUYECKUH,
aKyCTUYECKUH, pU3nyeckuil);
- DIJIGKTPOHHBIE HOCUTENHN WH(OPMAIUHU, B TOM YUCIIE ChEMHbBIC, CTAHHBIC B PEMOHT U
BBIIIEIINE U3 YIIOTPEOICHHUS;



- OyMakHble HOCUTENIH UH(OPMAIIIH;

- IITaTHbIE IporpaMmMHo-annapaTtHele cpencrsa MCII/IH;

- KkaOeJbHBIE CHUCTEMbl M KOMMYTAallMOHHOE OOOpYyIOBaHUE, pPACIOJIOKEHHbBIE B
npejenax KOHTpoiaupyemor 30HbI u He 3amuiieHHble ot HCJ[ x undopmanmun
OpPraHU3alMOHHO-TEXHUYECKUMU MEPaMU;

- He3alMIeHHbIe KaHalbl cBs3u; TKY .

Tun napymurens npu ucnoiszoBanuu B UCII/IH kpunTorpaguueckux cpeacTB 3alluThl
uH(pOopMaIu.

I[Ipu oOmene wunbpopmanueir wmexay HWCIIJlH ¥ BHENIHUMH 1O OTHOIICHUIO K
OPEeaNnpUsATHIO UHPOPMALMOHHBIMU CHUCTEMaMH HEOOXOJMMO HCIOJIb30BAHUE CPE/ICTB
kpunTorpadpuyeckoit 3auuthl nHpopmanuu (CK3M).

YpoBeHb KpHUNTOrpapUUECKON 3alIUThl MEPCOHATBHBIX JaHHBIX, OOecrneYynBaeMoun
CK3H, omnpenensercss MyTEM OTHECEHHsI HAPYIUUTENSA, NEUCTBUSM KOTOPOIO JIOJKHO
npotuBocTosiTh CK3U, K KOHKpEeTHOMY THUITY, U 0a3UpyeTcs Ha MOAX0AaX, OMMCAHHBIX B
«MeToan4ecKuMu PEKOMEHJALUIMH 10 OOECHEYeHHI0 C TOMOIIbI KPUMITOCPEICTB
0e30MacHOCTH TEPCOHAIBHBIX JAaHHBIX MpU UX 00paboTke B WHGOPMAIIMOHHBIX
CHUCTEMAaX NEPCOHAIBHBIX TAHHBIX C UCIIOJIb30BAHUEM CPEJICTB aBTOMATU3ALIUN».

Tun wapymurens u knacc CK3U gomxkeH onpenensitbes B COOTBETCTBUU C TaOIUIEH
8.1.

Tabnuna 8.1 — CooTBeTcTBUE TUNIOB HapymuTens U kiacca CK3U

['pymniia BHYTpEHHETO HAPYIIUTEIS Tun Hapymurens Knacc CK3U1
I'pynna 1 H2 KC2
I'pymma 2 H3 KC3
I'pymma 3 H3 KC3
I'pynna 4 H3 KC3
I'pymma 5 H3 KC3
I'pymma 6 H3 KC3
I'pynna 7 H5 KB2
I'pymma 8 H4 KB1

Buemnuii Hapymutens otHocutcss kK tumy HI1. Ilpu stom, ecim oH obOmamaer
BO3MOXHOCTSIMH TI0 CO3JJaHUI0 CIOCOOOB W TOATOTOBKH aTaK, AaHAJIOTHYHBIMU
COOTBETCTBYIOIIMM  BO3MOXHOCTSIM BHYTpeHHero Hapymwurtens tuna Hi (3a
HCKITFOUCHUEM BO3MOXHOCTEH, MPEJIOCTaBIsIEMbIX MPEOBIBAHNEM B MOMEHT aTakd B
KOHTPOJIUPYEMOM 30HE), TO OTOT HAPYIIUTEIb TakXe OyaeT 0003HAYaThCAd Kak
Hapymurenb Tuna Hi.

9. AKTyaJibHbI€ YTPO3bl 0€30MACHOCTH NMEePCOHAIbHBIX JAHHBIX B
HH(POPMALMOHHBIX CHCTEMAX MEePCOHAJIBHBIX JAHHBIX

Jls1 BbISIBIIEHUSI U3 Bcero nepeunst yrpo3 0e3zonacHoctu [1/1n akryanbsubix qiusUCI I x
OLICHUBAOTCS JIBa MTOKA3ATEIIS:

- ypoBeHb ucxoanou 3amuiieHnoctu UCII/H;



- 4acToTa (BepOSATHOCTD) pean3allii pacCMaTPUBAEMOM yTPO3HI.
YpoBeHb HMCXOJHOW 3alUIIEHHOCTH HWH(POPMAIIMOHHOW CHUCTEMbl MEPCOHATBHBIX
JAHHBIX.

Ilon ypoBHem wucxoaHoit 3amuiieHHoctd WCII[lH mnoHuMaeTcsi 00O0OIEHHBIH

MOKa3aTeNb, 3aBUCAIIMI OT TEXHUYECKUX U OKCIUTYaTAllMOHHBIX XapaKTEPUCTHUK

UCIIn. Ilepeuenp NaHHBIX XapaKTEpUCTUK W mokaszarenu 3amuiieHHoctn WCII/IH,

3aBUCAINME OT HHMX, IOKa3aHel B Tabmmie 9.1. Iloka3zarenm, OTHOCSIIHECS K

OpraHu3anuu BblJI€JICHBI )KUPHBIM KYPCUBBIM.

Jns onpenenenust ucxoxHou 3ammiueHHoctd MCII[H AomkHO OBITH paccudTaHo

MPOIEHTHOE COOTHOIIEHUE KAXKI0T0 YPOBHSI 3alIUILIEHHOCTH KO BCEM XapaKTEPUCTUKAM,

umeromuM mecto s UCI/TH.

Ta6muna 9.1 — Ilokazarenu ncxomanou 3ammiienHocta UCIx

YpoBeHb

3alMIIEHHOCTH

TexHu4ecKkne M IKCIIYATAIIHOHHbIE XaPAKTEPHUCTHKH
NCIIAn

Boicoxkuii
Cpennnii
Huzkni

I1o TeppuTOpPHATBLHOMY Pa3MeILIEHU IO

pacnpenenennas UCII/IH, koTopass oXBaThIBaeT
HECKOJIbKO 00JIacTeil, KpaeB, OKPYroB WUJIU TOCYIapCTBO B
LEJIOM

ropozackast UCITJIxH, oxBaTbeIBaroIias He 60Jiee OHOTO
HACEJIEHHOI'O MMyHKTa (ropojia, MOCeIKa)

kopnopatuBHas pacnpenenennas UCIIJIH, oxBatbiBaronas
MHOTHE MOJpa3/IeICHUs] OJHON

OpraHu3anuu

nokanbHas (kammycHas ) UCII/IH, pa3zBepHyTas B mpeaenax
HECKOJIbKUX OJIM3KO PACOI0KEHHBIX 3AaHUMN

nokasbHasg UCII/H, pa3BepHyTas B mpeaeiax OJJHOro
31aHUs

[10 HATUYHIO COeTUHEHNSI C CeTAMHU 001eronoJb30BaHUusA

W CII1H, nmerornas MHOTOTOYEYHBIM BBIXOJ B CETh OOIIETO
[10JIb30BaAHMS

N CII/IH, nmerorias 0JJHOTOYEYHBIN BBIXO/ B CETh OOIIIETO
MM0JIb30BaAHUS

NCII/In, pusndeckn oTaeneHHast OT CeTH 00IIero
M0JIb30BAHMS

I10 BCTPOEHHBIM (J1erajibHbIM) OIEPANASM € 3aANMUCAMH
0a3 I1/1n

YTEHUE, TOUCK

3aluCh, yJaJeHUuEe, COPTUPOBKA

MoauduKanus, nepenayda




I1o pasrpaHM4YeHHIO JOCTYNA K NEPCOHAIBHBIM

NAHHBIM

WCIIIH, K KOTOPOW UMEET JOCTYI ONPEAEIECHHBIMIIEPEYEHD
COTPYAHUKOB OpraHU3aluu,

spisttorericst BiaaenbiieM UCIIIH, mu6o cyonsekT [1]1H
WCIIIH, K KOTOPON MMEIT NOCTYI BCE COTPYIHUKHU
opranu3zaiuu, sipistomenics: Bnaaensiem NCI/x

W CII/IH C OTKPBITBIM JOCTYIIOM

I1o Hamu4uIo coequHeHuit ¢ Apyrumu 6azamu I1/{n
uHbIXx UCII/In

Nurterpupoannas UCIIIH (opranu3anusi UCIOIb3yeT
Heckonbko 6a3 [1/In UCII/H, npu 3TOM opranusanus He
SIBJISIETCSI BJIQJIEIIbIIEM BCEX UCIONb3yeMbiX 0a3 [1/1H)
WCIIIH, B KOTOpO# ucnionb3yeTcs oaHa 6aza [1]1H,
MpUHAAJIeKAIIasl OpraHu3anuu — Biaaensily naHHou MCITIH

I1o ypoBHI0 000011eHNs1 (00e3muunBanus) I1x

VCIIIH, B KOTOpPOWl NpPeAOCTaBISIEMbIE MOJIb30BATEIIO

JTaHHBIE SBJISIIOTCS 00€3JIMYCHHBIMU (Ha YPOBHE

OpraHu3alyu, OTPaciu, 00JIacTH, pEruoHa U T.11.)

WCIIIH, B KOTOpOH JaHHBIE 00E3JIMUYMUBAIOTCS TOJIBKO TIPU

nepenaye B Apyrue OpraHusali 1 He 00e3TuYeHbI TPH

PEAOCTABICHUY MI0JIb30BATENI0 B OpraHU3aluH

NCII/IH, B KOTOpO MpeaoCTaBIIeMbIE MOJIb30BATEIO

NTaHHBIEC HE ABJIAIOTCS 00€3JIMYEHHBIMHU (T.€. IPUCYTCTBYET

uHOOpMaIHs, TO3BOJIAIONMAs UACHTU(OUITNPOBATECYOBEKTA

[1/1H)

I1o 00bemy I1/IH, KOTOpPBIE MPEIOCTABIAOTCACTOPOHHUM

nouab3oBareassM UCII/In 6e3

npeABAPUTEIbHOI 00PadoTKH

WCIIInH, npexocrapisomas Bcto 6a3y ganHbIx ¢ [1/{xH

NCII/n, npenoctaBistomnias yacts [1/1x

WCIIIH, HE TpeToCTaBIISIIONINEe HUKAKOH HH(pOpMaIuu

KonnuectBo pemenniil 2 4

OO01uee KOJIN4YECTBO peleHu /

[Tpunumaercs, yto UCII/IH nmeeT BBICOKHI ypOBEHb MCXOJHOW 3aIlIUIIEHHOCTH, €CIIH

He wmenee /0% xapaktepuctuk WCII/IH CcOOTBETCTBYIOT YPOBHIO «BBICOKHI», a

OCTaJIbHBIE YPOBHIO «CPEITHUI.

B cnyuae, ecnmu He menee 70% xapaktepuctuk MCII/H oTHOCHTCS K ypOBHIO

«HE HUXKE CPETHETO», @ OCTAIBHBIE K YPOBHIO «HU3KHI», TO UCXOAHAA3AIINIIECHHOCTD

NCII/In 6yaet cpeilHETO ypOBHSI.

Bo Bcex OCTaJIbHBIX ciyyasx HWCIIJIln Oyner uMeTh HHU3KUH YpPOBEHb

3alIUIIEHHOCTH.

Hcxons w3 kpurepueB oneHkH, nenaeM BbIBOA, 4To MCII[IH Opranuzanuu




AMEET HU3KUW YPOBEHb 3aIUIIIECHHOCTH.

OrnpeneneHue akTyaabHbBIX YIpo3 0€30MaCHOCTU MEPCOHATBHBIX JAHHBIX.
JIJIs OLICHKH YPOBHSI MCXOJJHOM 3aIMIEHHOCTH BBOJAUTCS KOA(P(GUIIMEHT HCXOIHOM
3aIUIIEHHOCTH Y 1, KOTOPBIN MOXKET MPUHUMATh 3HAUCHUS :
0 — 17151 BBICOKOW CTENEHM MCXOJHOM 3alUIIEHHOCTH; O — JJIsl CPEeHEN CTENEeHU
HWCXOJHOM 3aluineHHoCTH; 10 — 17151 HU3KOM CTEIIEHH UCXOJHOM 3alIUIICHHOCTH.
CrnenyronM mapamMeTpoM, HEOOXOIUMBIM JIJIi OMNPEACNICHHUS aKTYaJbHOCTH YIpO3
6esonacHoctu I1J[H, siBIseTcs yacTtoTa (WM BEPOSITHOCTH) pealu3alil yrpo3bl, MOJ
KOTOpOU IMIOHUMAETCS OIPEICIICHHBIN DKCIIEPTHBIM IIyTEM MOKa3aTeb,
XapaKTEePU3YIOIINN BEPOSITHOCTh pealin3allid KOHKPETHOU yrpo3bl 6e3omacHoctu [1/1x
st UCTTJIH B peasibHBIX YCIOBUSX €€ (DYHKIIMOHUPOBaHUs. BBOAUTCS yeThipe 3HAUCHUS
3TOr0 IoKasaTelsi, 0003HauaeMoro Kak Y2:
MaJIOBEPOSITHO — OTCYTCTBYIOT OOBEKTHUBHBIE MPEINOCHUIKU JIJI1 OCYIIECTBICHUS YTPO3bI
(Hanmpumep, yrposa XHWIICHUS HOCUTeNle uHopManuu JIUlaMHU, HE HMEIOIUMHU
JIeTaJIbHOTO JOCTYIIA B IIOMEIICHUE, T/I€ TIOCIETHUE XPAHITCS);
HU3Kasg BEPOSITHOCTh — OOBCKTUBHBIC TMPEANOCBUIKK JUIS pealu3alii  yrpo3bl
CYLIECTBYKOT, HO TIPUHATBIE MEpPbI CYIIECTBEHHO 3aTPYAHSIOT €€ peajr3aluio
(Hanmpumep, UCIOJIL30BaHbl COOTBETCTBYIOIIHUE CPEJICTBA 3aIIUTHI HHPOPMAITUH);

cpeauAasa BCPOATHOCTH — OOBEKTHUBHBIE NpCANOCbUIKN JIs1  pCain3allud  YI'PpO3bI
CymeCTBYIOT, HO IIPHUHATBHIC MCPBI obecrieueHus 0€30IMaCHOCTH HI[H HEOO0CTAaTOYHBbI,
BBICOKAasAd BCPOATHOCTL — 0OBEKTHUBHBIE MNpCAINIOCBUIKN JIs1  pCaIn3alluid  YI'PO3bI

CYLIECTBYIOT U MepbI 10 obecniedeHuto 6ezonacHocty 110 He MpUHATHI.

JlaHHBIN [TOKa3aTeslb IPUHUMAET clleyrolue 3HadueHns:0 — 111 MaJIOBEPOATHON

yIPO3BI;

2 — JUIsl HU3KOW BEPOATHOCTH YTPO3bl; 5 — IS CpeIHEN BEPOSITHOCTH YIpO3bl;

10 — 17151 BBICOKOW BEPOATHOCTU YIPO3BI.

Hcnone3ys 3HAUYeHUs TNPUBEACHHBIX BbINIE Moka3arened Y1 u Y2, Bpluucisercs

KOO(GGUIMEHT pPeaTn3yeMOCTH yrpo3sl Y, OIpeAeaseMblii COOTHOIIEHHWEM Y =
(Y1+Y2)/20.

B 3aBucumocTu ot cBOEro 3Ha4eHHs 3TOT KOdhuimeHT npuHuMaet 3HadeHus: 0 <Y <
0,3 — peanu3yemMocTh yrpo3bl MPU3HACTCS HU3ZKOM;

0,3 <Y < 0,6 — peanuzyemocts yrpo3sl mpusHaetcsi cpenneit; 0,6 < Y < 0,8 —
peann3yeMocTb Yrpo3bl Tpu3HaeTcss BbIcOKOW; Y > 0,8 — peamnsyemMocTb Yrposbl
IIPU3HAETCS] OYEHBb BBICOKOM.

Jlanee maetcst oneHka omacHoCcTH Kaxjaou yrpo3sl IIJIH mms WMCIIIH. JlaHHas olieHka
HOCHUT OJKCIIEPTHBIA XapaKTep M TONy4aeTcs MyTeM OIpoca HKCIEPTOB B 00JIaCTH
6e3onacHocTy nHMOopMaruu. J[aHHast OlleHKa UMEEeT TPY 3HAUCHUS:

HU3Kasl OMACHOCTh — €CIU peaju3alus yrpo3bl MOXKET MPUBECTH K HE3HAYUTEIHHBIM
HETaTHUBHBIM TMOCIEACTBUAM Uit cyobexToB [1]1H;

CPeIHSsI OMACHOCTh — €CJIM Pean3aiysl YyIpo3bl MOKET MPUBECTH K HETAaTUBHBIM
MOCJICICTBUAM 1715t CyOBekToB [1/1H;

BBICOKAsl OMACHOCTh — €CIM peaju3anus yrpo3bl MOXKET TPUBECTH K



3HAYUTENIbHBIM HETATUBHBIM MOCJIEACTBUSAM Ji CyObeKTOB [1/1H.
[locne mpocyera Bcex MOKa3aTesled MPOU3BOAMTCS OLIEHKA AaKTyaJbHOCTH KaXJ0U

yrpo3sl  Oe3onacHoctu [/l mpu ux o6paborke B MCIIJIH ucxoas w3 Marpuiibl,
npuBeAeHHas B Tabmnuue 9.2:
Tabmuia 9.2 — Marpurnia pacyera akTyaabHOCTH yrpo3 6e3omacHoctu [1]1H

PeamzyemMocTb IToxa3aTesib OIACHOCTH YIPO3bI

YIPO3bI Huskas Cpeansis Bricokas
Huskas HEaKTyaJIbHAs HEaKTyaJIbHAs aKTyaJbHas
Cpennsis HEaKTyaJIbHAs aKTyaJbHas aKTyaJbHas
Bricokas AKTyaJbHasl aKTyaJbHas aKTyasbHas
OuyeHb BBICOKAs AKTyaJbHasl aKTyaJbHas aKTyasbHas

Ha ocHOBaHMM MOJIOXKCHHI MOJIENIN YIPO3, MOJCIH HAPYIIUTENs, TaHHBIX 00 MCXOIHOM
samumenHoct UCTIIH (Y1), koaddunmente peanuzyemoctd yrpo3bi(Y), BEpOSATHOCTH
ee peammsaiuy (Y2), a TakKe DKCIEPTHOM OLEHKM ONACHOCTU yrpo3bl, OMPEAEseTcs
aKTYaJbHOCTh KaXX7oil yrpo3sl Oe3zomacHoctu I[I/[H, oOpabatsiBaecmbix B MCIIJIH.

(Tabnuma 9.3)
Tabmuma 9.3 — AktyansHOCTB yrpo3 6e3omacHocTH [1/1H
Bepost | Koaddu | Ouenka | Ouenka
Nert/it HOCTb IUEHT |OMACHOCTH| aKTyallb
Yrpo3za 6e3onacHoctu [1/1H peanusa | peanusye | yrpo3bl | HOCTH
1002071 MOCTH YTPO3bI
yIrpo3bl | Yrpo3bl
1Pa3rnamenue, nepemaada uiu 3) 0,75 |cpenmusis [aKTyaib
yTpaTa aTpuOyTOB pa3rpaHUYCHHUS Hast
noctyna k UCIT/In
2HapymieHue npaBuil XpaHCHUS 3) 0,75 |Hu3Kas aKTyallb
aTpuOyTOB pa3rPaHUUCHUAIOCTYTIA K Hast
NCTIIn
3Hecoobmienue o ¢pakTax yTpaThl, 10 1,0  [BpIcOKas |aKTyaJsib
KOMITPOMETAINK aTpUOYTOB Hast
azrpannyenus noctyna Kk UCIT/x
4BHenpeHe areHTOB B YUCIIO 0 0,5 [Bbicokas [aKTyaJsb
nepcoHaja CUCTEMBI Hast
JHecaHKIIMOHUPOBAHHBIN 3aTyCK 2 0,6 [BbICOKas |aKTyalb
TEXHOJIOTUYECKUX TPOTPAMM, Hast
CIIOCOOHBIX TTPH HEKOMIIETCHTHOM
MCTIOJIb30BAaHUH BBI3BIBATH TOTEPIO
PabOTOCIIOCOOHOCTH CUCTEMBI MJTH
OCYILIECTBIISIIOIIUX HEOOpATUMBIE
W3MCHCHHS B CUCTEME
(popmatupoBanue uau
PECTPYKTYPHU3AIMIO HOCUTEIICH
nH(OpMAITNH, YIAUICHHE JaHHBIX U




T.11.)

6 |BBoxa ommOOYHBIX JaHHBIX 10 1,0 HU3Kast aKTyaJlb
Hasl

7 |leiicTBUS COTPYIHUKOB, 5 0,75 [BhICOKasl [aKTyasb
MIPUBOIAIINE K YACTUIHOMY HITH Hast
MOJTHOMY OTKa3y CHCTEMBbI HJIH
HapyILIEHUIO PabOTOCIIOCOOHOCTH
aImapaTHBIX WM MPOTPAMMHBIX
CpelCTB

8 |UrHopupoBaHue OpraHu3alMOHHBIX 10 1 CpedHssl [aKTyallb
OrpaHUYCHUIN(YCTAaHOBIICHHBIX Hast
paBWII) IPU
pa6ote c I1]]

9 |®usuyeckoe pa3pylieHNUe UITUBBIBO/ 0 0,5 [BeIcOKast [|aKTyajb
U3 CTPOS BCEX WIH Hast
OTJICIBHBIX HaOO0JIeEe BaKHBIX
komnoHeHToB UCIT/In

10 [3akymnku HECOBEPIICHHBIX, 0 0,5 |HuM3Kas  |HEaKTy
YCTapEBIINX WIJIA HEITEPCIICKTUBHBIX aJbHasI
CpeICcTBHH(OPMATH3AIIH U
MH(GOPMAIIMOHHBIX TEXHOJIOTUI;

11 [ Xwumenue HoCUTENECH 2 0,6 [BbIcOKas [aKTyaJsb
uHdopMmanmu, coaepsxamux [1]] Has

12 [To ke, BHEIIHUI HAPYIITUTETb 2 0,6  BBICOKas |aKTyajb

Hasl

13 |He3akoHHOE MOJydeHHE apoJjcii u 3) 0,75 |cpemHsis |aKTyaib
NIPYTUX PEKBU3UTOB Hast
pasrpannyenus ngoctyna k UCITIx

14 [To ke, BHEIIHUI HAPYIIUTEb 2 0,6 [cpemHAs |aKTyaib

Hast

15 |HecankuuonupoBaHHas 3) 0,75 [BBICOKast [aKTyasb
MoIU(UKAIKS TPOTPAMMHOTO Hast
oOecrneueHus

16 [To ke, BHEIIHUN HAPYITUTEIb 2 0,6 [BeICOKas |aKTyalib

Hast

17 [[lepexsar I1]1, mepenaBaeMbIxX MO 0 0,5 [BeICOKas |aKTyallb
KaHaJlaM CBS3U Hast

18 [To ke, BHEIIHUN HAPYITUTEIb 0 0,5 [BeICOKas |aKTyallb

Hast

19 |HecaHKnMOHUPOBAHHOE 5 0,75 |cpemHsis |aKTyaib
KOMMMPOBAHUE HOCUTEEH Hasi
nH(opmaruu c [1]]

20 (To ke, BHEIIHUIA HAPYIIATETh 2 0,6 [cpemHsAs |aKTyaib




Has

21YreHne ocTaTOUHON HH(POpMALIUUN3 0 0,5 |[Hu3Kas  |HeaKTy
OTIEpaTUBHOMN MaMATH U C aJbHAsI
BHEITHUX 3aIIOMHUHAIOIIUXYCTPONCTB
22To xe, BHEIIHUIA HapyIIUTENb 0 0,5 |[Hu3Kas  |HEAKTy
aJbHas
23HenpenHaMepeHHOE 3apaKeHUE 5 0,75 |HM3Kas  [aKTyaib
KOMIIBIOTEpa BUPYCAMHU Hasl
24l TpenHaMepeHHOe 3apaxeHue 10 1,0 |HM3kasg  [aKTyaib
KOMIIBIOTEpa BUPYCaAMHU Hasl
25BmerniaTenbCTBO B MPoOIECce 5 0,75 [BbicOKas |aKTyaJsib
¢ynxumonuposanus UCII/In ,ceteit Hasi
001Iero NOJb30BaHUS C
L[E€JIbI0 HECAHKIIMOHUPOBAHHOU
MOTH(PUKAINN JaHHBIX
26To >xe, BHEIIHUI HAPYIIUTENh 2 0,6 [BbICOKas |aKTyallb
Hasl
2 lHecaHKIIMOHUPOBAaHHOE BHEJIPEHUEH 10 1,0 CpedHssl [aKTyallb
WCII0JIb30BaHNE HEYUTCHHBIX Hast
MpPOrpaMM, HE SBIISTFOIINXCS
HEOOXOIUMBIMU JIJISl BBITIOJTHEHUS
COTPYIHUKAMU CBOMX CITY>KEOHBIX
00s13aHHOCTEMH
28To ke, BHEIIHUI HAPYIITUTEb 5 0,75 [cpemHsas |aKTyajb
Hast
29HeyMBIITUICHHOE TTOBPEIKICHHUS 2 0,6 |[Hu3Kas  |HEaKTy
BHEITHUX KaOEJIbHBIX CHCTEM CBSI3U aJbHasI
30B0O3HUKHOBEHHE MOKAPOB B 2 0,6  [BeICOKast [|aKTyajb
HEMOCPEICTBEHHOM OJIM30CTH K Hast
MOMEIIICHUSIM, B KOTOPBIX
oOpabatsiBatoTcs 1)1 u apxusam I1]]
pe3ybTaTe HEUCIIPABHOMN
HIIEKTPOIIPOBOIKH, HEUCTIPABHBIX
TEXHUYECKUX CPEJICTB, HAPYIICHUS
COTPYIHUKAMU TPABUII
MPOTHBOIIOKAPHON 0€30MaCHOCTH.
31Pa3pymieHue 31aHUH, OTICTBHBIX 0 0,5 [BeICOKas |aKTyajlb
OMEILICHU I Hasl
32Bo3xeiicTBre aTMOc(hepHOTro 5 0,75 |HW3Kas  [aKTyajb
DIICKTPUYECTBA Hast
33B03HUKHOBEHUE CTUXHIHBIX 2 0,6 |[Hu3Kas  |HEaKTy
04aroB MOKapoB aJIbHASI
34ABapuu B cuctemMax 5 0,75 |HW3Kas  [aKTyaib




PIIEKTPONUTAHUSA Hasl
35Hapymienue TeMnepatypHOro 0,75 [cpenuss |aKTyaJsb
peXrMa B IOMEILIEHHUSAX C Hasi
KPUTUYECKUM 000py0BaHUEM
pe3ysibTaTe HEUCIPABHOCTH CUCTEM
KOHAUIIMOHUPOBAHUS
36ABapuu B cUCTEMaXxX OTOIUICHUS U 0,75 |cpenHsia [aKTyaub
BOJOCHA0XEHUS B Hasl

HETMOCPEACTBEHHON OJIM30CTH K
MOMEIICHHSIM, B KOTOPBIX
oOpabatsiBatoTcs [1]] u apxuBam

L1
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